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QUESTION 1
A network administrator is responding to a help desk ticket, which states an unknown wireless access point is
broadcasting in a specific area. Upon investigation, the administrator finds that a user brought a wireless access point
from home and plugged it into the corporate network. This resulted in an attacker using the unsecured wireless LAN to
gain access to the network. Which of the following should the network administrator have done to BEST prevent this
problem?
A. Changed the default credentials on the network switches
B. Installed a Layer 7 firewall
C. Implemented port security
D. Disabled unnecessary services on the network switches
Correct Answer: C


QUESTION 2
A network technician installed a new host on the network. The host is not connecting to the company\\’s cloud servers.
The technician attemtps to ping a server using the AP address with no success. Checking the IP address using
ipconfing displays:



Which of the following should the technician perform NEXT to determine where the issue is located?
A. Modify the default gateway address and ping the server to test connectivity.
B. Change the DNS servers to be on the same subnet as the host.
C. Modify the router\\’s ACL to allow port 80 to exit the network.
D. Perform a tracert command to locate where the packet is dropped.
Correct Answer: D


QUESTION 3
Which of the following technologies is used to attach multiple guest operating systems to a single physical network
port?
A. Virtual switch
B. FCoE
C. VPC
D. vSAN
E. Fibre Channel
Correct Answer: A


QUESTION 4
Ann, a user, reports that her desktop phone is not working on one cable. However, that cable provides connectivity to
her laptop. A technician determines PoE is not provided to the end device. Which of the following is MOST likely the
cause?
A. Transceiver mismatch
B. Crosstalk
C. Jitter
D. Open/short on the cable
Correct Answer: A


QUESTION 5
The length of an IPv6 address is:
A. 32 bits
B. 64 bits
C. 128 bits
D. 256 bits
Correct Answer: C

QUESTION 6
Which of the following network topologies allows only communication to take place from one node at a time by passing
a token around the network?
A. Star
B. Mesh
C. Bus
D. Ring
Correct Answer: D


QUESTION 7
Which of the following uses port 53 by default?
A. RDP
B. QoS
C. DHCP
D. DNS
Correct Answer: D


QUESTION 8
A network technician has finished configuring a new DHCP for a network. To ensure proper functionality, which of the
following ports should be allowed on the server\\’s local firewall? (Select TWO).
A. 20
B. 21
C. 53
D. 67
E. 68
F. 389
Correct Answer: DE

QUESTION 9
Joe, a technician, is attempting to resolve an issue with an off-site router remotely. Joe needs to reset the WAN
connection settings and wants to ensure he will have access to the router at all times to monitor the changes.
Which of the following solutions would BEST meet this goal?
A. Use a secure SSH connection over the WAN link.
B. Telnet into the router over the company VPN.
C. Implement a modem on the AUX port.
D. Configure a DSL router to the console port.
Correct Answer: C


QUESTION 10
A technician arrives at a new building to find cabling has been run and terminated, but only the wall ports have been
labeled. Which of the following tools should be utilized to BEST facilitate labeling the patch panel?
A. Tone generator
B. Cable tester
C. Multimeter
D. Loopback adapter
Correct Answer: B


QUESTION 11
Which of the following DNS records needs to be configured for SMTP traffic?
A. MX
B. CNAME
C. AAAA
D. PTR
Correct Answer: A


QUESTION 12
Which of the following cables is MOST likely to be terminated into a patch panel?
A. Serial
B. RG-6
C. RG-59
D. CAT6
Correct Answer: D

QUESTION 13
A company is expanding and building a new remote branch office. Marketing will need 78 IP addresses, finance will
need 150 IP addresses, legal will need 39 IP addresses, and RandD will need 12 IP addresses. The network
administrator gives the technician a network of 172.16.48.0/23 and wants the technician to use VLSM for the design.
Which of the following are possible solutions? (Choose three.)
A. The marketing department should receive a /25 network.
B. The RandD department should have 172.16.49.207 as a broadcast address.
C. The RandD department should receive a /27 network.
D. The finance department should have 172.16.49.127 as a broadcast address.
E. The marketing department should have usable IPs ranging from 172.16.49.129 to 172.16.49.190.
F. The legal department should have a first usable IP address of 172.16.49.190
G. The legal department should have usable IPs ranging from 172.16.49.129 to 172.16.49.190.
H. The RandD department should have a last usable IP address of 172.16.49.190.
Correct Answer: ABG
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