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QUESTION 1
A large law firm is migrating all of its systems to the cloud to meet growing business needs. The firm wants to reduce IT
staff while maintaining day-to-day operations, such as user provisioning, folder management, and permissions. Which of
the following MUST the cloud provider and cloud customer implement to ensure user non-repudiation?
A. Server certificate
B. Client-to-site VPN
C. Two-factor authentication
D. Single sign-on
Correct Answer: B


QUESTION 2
A technician receives a call from Joe, a user, who is unable to log into any of the company\\’s SaaS application. The
applications are provided by multiple vendors. Joe reports his credentials were working previously, and he is able to log
into the locally hosted applications with the same credentials.
Which of the following is the MOST likely cause of Joe\\’s issues?
A. There is an error with the federation service.
B. The user\\’s account is locked out.
C. The user\\’s security token has expired.
D. The user\\’s personal certificate has expired.
Correct Answer: D


QUESTION 3
A hosted file share was infected with CryptoLocker and now root cause analysis needs to be performed. Place the tasks
in the correct order according to the troubleshooting methodology.
Select and Place: 



QUESTION 4
Due to a competitor\\’s unlimited data plan, a service provider is struggling and wants to transform its business services
to be more hosting oriented. A cloud architect is tasked to review current cloud resource capacity and provide
recommendations and a plan for better resource utilization. Given the following report: 



Which of the following is the BEST option for the architect to suggest?
A. Downsize by migrating all media services to one server and decommission two servers.
B. Downsize by decommissioning servers 2 and 3 and reallocate media servers to hosts.
C. Downsize by migrating all media services to one server, add one host server, and decommission one server.
D. Upsize the hosting services by turning server 1 into a host server.
Correct Answer: A


QUESTION 5
A system has the ability to automatically provision additional virtual servers in response to a load increase. This is an
example of which of the following cloud features?
A. Replication
B. Resource Pooling
C. Orchestration
D. Virtual Network
Correct Answer: D 

QUESTION 6
An application server, which uses a SaaS fax provider, is determined to cost too much money. An upgrade to the
application allows for use of a physical fax card so the company only has to pay for a phone line. This is a production
application; therefore, downtime must be minimized. Which of the following types of migration is MOST efficient in
facilitating this application upgrade?
A. Virtual-to-physical migration
B. Storage migration
C. Cloud migration
D. Offline migration
Correct Answer: A

QUESTION 7
A company is interested in a DRP. The purpose of the plan is to recover business as soon as possible. The MOST
effective technique is:
A. archiving.
B. network clustering.
C. site mirroring.
D. active/active.
Correct Answer: D

QUESTION 8
An administrator reports the company is running out of disk space on the SAN. The network administrator is installing a
new SAN. Which of the following should the administrator implement to alleviate this problem on the new SAN?
A. Configure hard limits on the SAN
B. Increase the space on the old SAN
C. Send out an email and tell users to delete files from their home directories
D. Create a policy around usage and storage of music files
Correct Answer: A

QUESTION 9
An administrator is responsible for managing a host that is part of a private cloud. The host has one physical quad core
CPU. The administrator is tasked with creating a new guest that requires a single CPU. Which of the following actions
should the administrator do?
A. Assign 1 virtual CPU to the Guest
B. Assign 1 virtual CPU to the Host
C. Assign 1 physical CPU to the Guest
D. Assign 1 physical CPU to the Host
Correct Answer: A

QUESTION 10
A security and risk team requires a weekly report to detect VM file system changes and validate the integrity of the OS.
Which of the following is the BEST solution for this requirement?
A. Configure a FIM agent on the VM and forward syslogs to a central location.
B. Configure debugging on the VM and forward syslogs to a central location.
C. Configure an antivirus agent on the VM and create the report through the web GUI.
D. Configure a FIM agent on the VM and create the report through the web GUI.
Correct Answer: B

QUESTION 11
An administrator has been asked by the Chief Information Officer (CIO) to provide storage that will have the ability to
accommodate at least FC and SATA in the same enterprise array with software that will be policy driven based on
performance. Which of the following enterprise storage features should be recommended?
A. Storage provisioning
B. Storage tiering
C. Dynamic provisioning
D. Dynamic resource allocation
Correct Answer: B

QUESTION 12
A cloud systems administrator manually archives security logs. Every time the administrator goes on vacation, users are
unable to browse company websites. Which of the following is the BEST way to resolve this issue?
A. Automate the retention policies.
B. Automate the removal of inactive accounts.
C. Automate the removal of orphaned resources.
D. Automate the addition of web servers.
Correct Answer: A

QUESTION 13
Which of the following can be used to encrypt data at rest on a VM located in the cloud?
A. AES
B. SSL
C. TLS
D. VPN
Correct Answer: A
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