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QUESTION 1

Risk management wants IT to implement a solution that will permit an analyst to intercept, execute, and analyze

potentially malicious files that are downloaded from the Internet. Which of the following would BEST provide this

solution?

A. File fingerprinting

B. Decomposition of malware

C. Risk evaluation

D. Sandboxing

Correct Answer: D

 

QUESTION 2

An organization is assessing risks so it can prioritize its mitigation actions. Following are the risks and their probability

and impact:




Which of the following is the order of priority for risk mitigation from highest to lowest?

A. A, B, C, D

B. A, D, B, C

C. B, C, A, D

D. C, B, D, A

E. D, A, C, B

Correct Answer: A

 

QUESTION 3

When reviewing a compromised authentication server, a security analyst discovers the following hidden file:




Further analysis shows these users never logged in to the server. Which of the following types of attacks was used to

obtain the file and what should the analyst recommend to prevent this type of attack from reoccurring?

A. A rogue LDAP server is installed on the system and is connecting passwords. The analyst should recommend wiping

and reinstalling the server.

B. A password spraying attack was used to compromise the passwords. The analyst should recommend that all users

receive a unique password.

C. A rainbow tables attack was used to compromise the accounts. The analyst should recommend that future password

hashes contains a salt.

D. A phishing attack was used to compromise the account. The analyst should recommend users install endpoint

protection to disable phishing links.

Correct Answer: B

 

QUESTION 4

During a review of vulnerability scan results an analyst determines the results may be flawed because a control-baseline

system which is used to evaluate a scanning tools effectiveness was reported as not vulnerable Consequently, the

analyst verifies the scope of the scan included the control-baseline host which was available on the network during the

scan. The use of a control- baseline endpoint in this scenario assists the analyst in confirming.

A. verification of mitigation

B. false positives

C. false negatives

D. the criticality index

E. hardening validation.

Correct Answer: B

 

QUESTION 5
A contained section of a building is unable to connect to the Internet A security analyst. A security analyst investigates
me issue but does not see any connections to the corporate web proxy However the analyst does notice a small spike in
traffic to the Internet. The help desk technician verifies all users are connected to the connect SSID. but there are two of
the same SSIDs listed in the network connections. Which of the following BEST describes what is occurring?
A. Bandwidth consumption 
B. Denial of service 
C. Beaconing 
D. Rogue device on the network 
Correct Answer: A 



QUESTION 6

Which of the following should a database administrator implement to BEST protect data from an untrusted server

administrator?

A. Data deidentification

B. Data encryption

C. Data masking

D. Data minimization

Correct Answer: B

 

QUESTION 7

Which of the following BEST describes the process by which code is developed, tested, and deployed in small

batches?

A. Agile

B. Waterfall

C. SDLC

D. Dynamic code analysis

Correct Answer: A

Reference: https://www.cleverism.com/software-development-life-cycle-sdlc-methodologies/

 

QUESTION 8
A web-based front end for a business intelligence application uses pass-through authentication to authenticate users
The application then uses a service account, to perform queries and look up data m a database A security analyst
discovers employees are accessing data sets they have not been authorized to use. Which of the following will fix the
cause of the issue? 
A. Change the security model to force the users to access the database as themselves
B. Parameterize queries to prevent unauthorized SQL queries against the database 
C. Configure database security logging using syslog or a SIEM 
D. Enforce unique session IDs so users do not get a reused session ID 
Correct Answer: B




 

QUESTION 9

The Chief Executive Officer (CEO) of a large insurance company has reported phishing emails that contain malicious

links are targeting the entire organization. Which of the following actions would work BEST to prevent against this type

of attack?

A. Turn on full behavioral analysis to avert an infection.

B. Implement an EDR mail module that will rewrite and analyze email links.

C. Reconfigure the EDR solution to perform real-time scanning of all files.

D. Ensure EDR signatures are updated every day to avert infection.

E. Modify the EDR solution to use heuristic analysis techniques for malware.

Correct Answer: D

 

QUESTION 10
Which of the following session management techniques will help to prevent a session identifier from being stolen via an
XSS attack? 
A. Ensuring the session identifier length is sufficient 
B. Creating proper session identifier entropy 
C. Applying a secure attribute on session cookies 
D. Utilizing transport layer encryption on all requests 
E. Implementing session cookies with the HttpOnly flag 
Correct Answer: B 


QUESTION 11
Which of the following sources would a security analyst rely on to provide relevant and timely threat information
concerning the financial services industry?
A. Real-time and automated firewall rules subscriptions 
B. Open-source intelligence, such as social media and blogs 
C. Information sharing and analysis membership 
D. Common vulnerability and exposure bulletins 
Correct Answer: C 


QUESTION 12
A security analyst reviews SIEM logs and detects a well-known malicious executable running in a Windows machine.
The up-to-date antivirus cannot detect the malicious executable. Which of the following is the MOST likely cause of this
issue? 
A. The malware is fileless and exists only in physical memory 
B. The malware detects and prevents its own execution in a virtual environment 
C. The antivirus does not have the malware\\’s signature 
D. The malware is being executed with administrative privileges 
Correct Answer: D

 


QUESTION 13

An analyst has been asked to provide feedback regarding the control required by a revised regulatory framework At this

time, the analyst only needs to focus on the technical controls. Which of the following should the analyst provide an

assessment of?

A. Tokenization of sensitive data

B. Establishment o\\’ data classifications

C. Reporting on data retention and purging activities

D. Formal identification of data ownership

E. Execution of NDAs

Correct Answer: A











These practice questions will help you improve your grasp of concepts covered by the CompTIA CS0-002 exam.
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