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QUESTION 1
Note: This question is a part of series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while
others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.
You have an Azure subscription that contains a resource group named RG1.
You create an Azure Active Directory (Azure AD) group named ResearchUsers that contains the user accounts of all
researchers.
You need to recommend a solution that meets the following requirements:
1.
The researchers must be allowed to create Azure virtual machines.
2.
The researchers must only be able to create Azure virtual machines by using specific Azure Resource Manager
templates.
Solution: Create an Azure DevOps Project. Configure the DevOps Project settings.
Does this meet the goal?
A. Yes
B. No
Correct Answer: B
Instead: On RG1, assign the Contributor role to the ResearchUsers group. Create a custom Azure Policy definition and
assign the policy to RG1.

QUESTION 2
HOTSPOT
You have an Azure subscription that contains 300 Azure virtual machines that run Windows Server 2016.
You need to centrally monitor all warning events in the System logs of the virtual machines.
What should you include in the solutions? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Hot Area:



Resource to create in Azure: Dependency Agent
The Map feature in Azure Monitor for VMs gets its data from the Microsoft Dependency agent. The Dependency agent
relies on the Log Analytics agent for its connection to Log Analytics. So your system must have the Log Analytics agent
installed and configured with the Dependency agent.
Whether you enable Azure Monitor for VMs for a single Azure VM or you use the at-scale deployment method, use the
Azure VM Dependency agent extension to install the agent as part of the experience.
In a hybrid environment, you can download and install the Dependency agent manually. If your VMs are hosted outside
Azure, use an automated deployment method
Configuration to perform on the virtual machines: Enable Virtual Machine Scale Set
To set up Azure Monitor for VMs:
Enable a single Azure VM or virtual machine scale set by selecting Insights (preview) directly from the VM or virtual
machine scale set.
Enable two or more Azure VMs and virtual machine scale sets by using Azure Policy. This method ensures that on
existing and new VMs and scale sets, the required dependencies are installed and properly configured. Noncompliant
VMs
and scale sets are reported, so you can decide whether to enable them and to remediate them.
Enable two or more Azure VMs or virtual machine scale sets across a specified subscription or resource group by using
PowerShell.
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/insights/vminsights-enable-overview

QUESTION 3
Note: This question is a part of series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while
others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.
You are designing a storage solution to support on-premises resources and Azure-hosted resources.
You need to provide on-premises storage that has built-in replication to Azure.
Solution: You include Azure Data Lake Storage in the design.
Does the solution meet the goal?
A. Yes
B. No
Correct Answer: B

QUESTION 4
HOTSPOT
You configure OAuth2 authorization in API Management as shown in the exhibit.



Use the drop-domain to select the answer choice that completes each statement based on the information presented in
the graphic.
NOTE: Each correct selection is worth one point.
Hot Area:



Box 1: Web applications
The Authorization Code Grant Type is used by both web apps and native apps to get an access token after a user
authorizes an app.
Note: The Authorization Code grant type is used by confidential and public clients to exchange an authorization code for
an access token.
After the user returns to the client via the redirect URL, the application will get the authorization code from the URL and
use it to request an access token.
Answers:
Not Headless device authentication:
A headless system is a computer that operates without a monitor, graphical user interface (GUI) or peripheral devices,
such as keyboard and mouse.
Headless computers are usually embedded systems in various devices or servers in multi-server data center
environments. Industrial machines, automobiles, medical equipment, cameras, household appliances, airplanes,
vending machines
and toys are among the myriad possible hosts of embedded systems.
Box 2: Client Credentials
How to include additional client data
In case you need to store additional details about a client that don\\’t fit into the standard parameter set the custom data
parameter comes to help:
POST /c2id/clients HTTP/1.1
Host: demo.c2id.com
Content-Type: application/json
Authorization: Bearer ztucZS1ZyFKgh0tUEruUtiSTXhnexmd6
{ “redirect_uris” : [ “https://myapp.example.com/callback” ], “data” : { “reg_type” : “3rd-party”, “approved” : true,
“author_id” : 792440 }
}
The data parameter permits arbitrary content packaged in a JSON object. To set it you will need the master registration
token or a one-time access token with a client-reg:data scope.
Incorrect Answers:
Authorization protocols provide a state parameter that allows you to restore the previous state of your application. The
state parameter preserves some state object set by the client in the Authorization request and makes it available to the
client in the response.
Reference:
https://developer.okta.com/blog/2018/04/10/oauth-authorization-code-grant-type
https://connect2id.com/products/server/docs/guides/client-registration

QUESTION 5
You have an on-premises Active Directory forest and an Azure Active Directory (Azure AD) tenant. All Azure AD users
are assigned a Premium P1 license.
You deploy Azure AD Connect.
Which two features are available in this environment that can reduce operational overhead for your company\\’s help
desk? Each correct answer presents a complete solution.
NOTE: Each correct selection is worth one point.
A. Azure AD Privileged Identity Management policies
B. access reviews
C. self-service password reset
D. Microsoft Cloud App Security Conditional Access App Control
E. password writeback
Correct Answer: CE

QUESTION 6
You are developing a sales application that will contain several Azure cloud services and will handle different
components of a transaction. Different cloud services will process customer orders, billing, payment, inventory, and
shipping.
You need to recommend a solution to enable the cloud services to asynchronously communicate transaction information
by using REST messages.
What should you include in the recommendation?
A. Azure Data Lake
B. Azure Service Fabric
C. Azure Service Bus
D. Azure Notification Hubs
Correct Answer: C
Service Bus is a transactional message broker and ensures transactional integrity for all internal operations against its
message stores. All transfers of messages inside of Service Bus, such as moving messages to a dead-letter queue or
automatic forwarding of messages between entities, are transactional.
Incorrect Answers:
D: Azure Notification Hubs is a massively scalable mobile push notification engine for quickly sending millions of
notifications to iOS, Android, Windows, or Kindle devices.
References: https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-transactions

QUESTION 7
You need to recommend a solution for the collection of security logs the middle tier of the payment processing system.
What should you include in the recommendation?
A. Azure Notification Hubs
B. the Azure Diagnostics agent
C. Azure Event Hubs
D. the Azure Log Analytics agent
Correct Answer: D
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/diagnostics-extension-overview

QUESTION 8
You need to recommend a solution for the collection of security logs for the middle tier of the payment processing
system. What should you include in the recommendation?
A. Azure Event Hubs
B. Azure Notification Hubs
C. the Azure Diagnostics agent
D. the Microsoft Monitoring agent
Correct Answer: C
Scenario: Collect Windows security logs from all the middle-tier servers and retain the logs for a period of seven years.
The Azure Diagnostics agent should be used when you want to archive logs and metrics to Azure storage.
Reference:
https://docs.microsoft.com/en-us/azure/azure-monitor/platform/agents-overview

QUESTION 9
HOTSPOT
You are designing a software as a service (SaaS) application that will enable Azure Active Directory (Azure AD) users to
create and publish surveys. The SaaS application will have a front-end web app and a back-end web API. The web app will rely on the web API to handle updates to customer surveys.
You need to design an authorization flow for the SaaS application. The solution must meet the following requirements:
1.
To access the back-end web API, the web app must authenticate by using OAuth 2 bearer tokens.
2.
The web app must authenticate by using the identities of individual users.
What should you include in the solution? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Hot Area:



Reference: https://docs.microsoft.com/lb-lu/azure/architecture/multitenant-identity/web-api
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-v1-dotnet-webapi

QUESTION 10
You need to recommend a data storage solution that meets the following requirements:
1.
Ensures that application can access the data by using a REST connection
2.
Hosts 20 independent tables of varying sizes and usage patterns
3.
Automatically replicates the data to a second Azure region
4.
Minimizes costs What should you recommend?
A. an Azure SQL Database elastic database pool that uses active geo-replication
B. tables in an Azure Storage account that uses geo-redundant storage (GRS)
C. tables in an Azure Storage account that use read-access geo-redundant storage (RA-GR)
D. an Azure SQL database that uses active geo-replication
Correct Answer: C

QUESTION 11
You deploy Azure App Service Web Apps that connect to on-premises Microsoft SQL Server instances by using Azure
ExpressRoute. You plan to migrate the SQL Server instances to Azure. Migration of the SQL Server instances to Azure
must:
1.
Support automatic patching and version updates to SQL Server.
2.
Provide automatic backup services.
3.
Allow for high-availability of the instances.
4.
Provide a native VNET with private IP addressing.
5.
Encrypt all data in transit.
6.
Be in a single-tenant environment with dedicated underlying infrastructure (compute, storage)
You need to migrate the SQL Server instances to Azure.
Which Azure service should you use?
A. Azure SQL Database with elastic pools
B. SQL Server in Docker containers running on Azure Kubernetes Service (AKS)
C. SQL Server Infrastructure-as-a-Service (IaaS) virtual machine (VM)
D. SQL Server in a Docker container running on Azure Container Instances (ACI)
E. Azure SQL Database Managed Instance
Correct Answer: E
Azure SQL Database Managed Instance configured for Hybrid workloads. Use this topology if your Azure SQL
Database Managed Instance is connected to your on-premises network. This approach provides the most simplified
network routing and yields maximum data throughput during the migration.
Reference: https://docs.microsoft.com/en-us/azure/dms/resource-network-topologies

QUESTION 12
You manage a solution in Azure.
The solution is performing poorly.
You need to recommend tools to determine causes for the performance issues.
What should you recommend? To answer, drag the appropriate monitoring solutions to the correct scenarios. Each
monitoring solution may be used once, more than once, or not at all. You may need to drag the split bar between panes
or
scroll to view content.
NOTE: Each correct selection is worth one point.
Select and Place:



Box 1: Azure Monitor Metrics in Azure Monitor are stored in a time-series database which is optimized for analyzing timestamped data. This makes metrics particularly suited for alerting and fast detection of issues. Box 2: Azure Log
Analytics Log data collected by Azure Monitor is stored in a Log Analytics workspace, which is based on Azure Data
Explorer. Logs in Azure Monitor are especially useful for performing complex analysis across data from a variety of
sources. Box 3: Azure Log Analytics
References: https://docs.microsoft.com/en-us/azure/azure-monitor/platform/data-platform https://docs.microsoft.com/enus/azure/azure-monitor/platform/data-platform-logs 
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