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QUESTION 1
The length of an IPv6 address is:
A. 32 bits
B. 64 bits
C. 128 bits
D. 256 bits
Correct Answer: C


QUESTION 2
Which of the following subnet masks would allow for 192.168.0.3 and 192.168.0.240 to be in the same subnet?
A. 255.255.255.0
B. 255 255.255.128
C. 255.255.255.192
D. 255.255.255.248
Correct Answer: A


QUESTION 3
A company must create a way for partners to access a web portal to update documents for a project. This should be
done only via web browser in a transparent way for the users. Which of the following should be used?
A. Site-to-site connection
B. SSL VPN
C. GRE tunnel
D. VNC
Correct Answer: B

QUESTION 4
Which of the following is created on a 48-port switch with five active VLANs?
A. 48 networks, five segments
B. 48 collision domains, five broadcast domains
C. 240 private networks
D. 240 usable IP addresses
Correct Answer: B


QUESTION 5
A network technician needs to install an additional access point to the company\\’s wireless network. The network has
two 802.11b access points. Which of the following channels should be used to allow the access point\\’s coverage areas
to overlap?
A. 1, 6, 11
B. 2, 5, 10
C. 3, 13, 23
D. 4, 8, 16
Correct Answer: A


QUESTION 6
While testing an ACL on the default gateway router to allow only web browsing, ports TCP 80 and TCP 443 were the
only ports open. When tested, no websites were accessible via their URLs inside the network. Which of the following
configurations should be added to the ACL?
A. permit tcp any any eq 20
B. permit udp any any eq 25
C. permit udp any any eq 53
D. permit udp any any eq 68
E. permit tcp any any eq 110
F. permit tcp any any eq 8080
Correct Answer: C

QUESTION 7
A network technician receives a new firmware update for a network device. The technician wants to ensure the file has
not been tampered with. Which of the following techniques should the technician use to ensure the integrity of the file?
A. Cyclic redundancy check
B. System integrity check
C. Hash comparison
D. Root guard
Correct Answer: C


QUESTION 8
The main purpose of jumbo frames is to increase the:
A. timeout value to ensure critical data is received
B. VLAN ID field to allow for higher-numbered VLANs.
C. MTU size to pass more data quicker
D. TTL value to pass data further across the network
Correct Answer: A


QUESTION 9
You have been tasked with implementing an ACL on the router that will:
1.
Permit appropriate, secure remote-access technologies from the management network to all other local network
segments. Explicitly deny all other traffic from the management network
2.
Ensure the user subnet cannot remotely menage devices in the Linux and Windows Server segments
3.
Prohibit any traffic that has not been specifically allowed.



Correct Answer:
See the image for solution.



 

QUESTION 10
A technician logs onto a system using Telnet because SSH is unavailable. SSH is enabled on the target device, and
access is allowed from all subnets. The technician discovers a critical step was missed. Which of the following would
allow SSH to function properly?
A. Perform file hashing
B. Generate new keys
C. Update firmware
D. Change default credentials
Correct Answer: B


QUESTION 11
A technician is downloading an ISO from a vendor\\’s website. To ensure the integrity of the download, which of the
following should be verified?
A. File size
B. Vendor URL
C. File hashing
D. Encryption
Correct Answer: C

QUESTION 12
A network technician has just implemented a new wireless network that requires clients to use a WEP key for access.
The technician is now required to make changes to ensure the network uses the strongest encryption available. After
the changes are implemented, several users report being unable to connect. Which of the following is the MOST likely
cause?
A. RADIUS server failure
B. Security type mismatch
C. Wrong passphrase
D. Incorrect SSID
Correct Answer: B


QUESTION 13
Which of the following would allow a network technician to access files on a remote system? (Select TWO).
A. FTP
B. TFTP
C. VLSM
D. SIP
E. SMTP
F. IMAP
Correct Answer: AB



These practice questions will help you improve your grasp of concepts covered by the CompTIA N10-007 exam.
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